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Abstract—Time critical applications have very high requirements on network and computing services, in particular on
well-tuned software architecture with sophisticated optimisation
on data communication. Their development is often customised
to dedicated infrastructure, and system performance is difﬁcult
to maintain when infrastructure changes. This fatal weakness
in existing architecture and software tools causes very high
development costs, and makes it difﬁcult to fully utilise the virtualised, programmable and quality-on-demand services provided
by networked Clouds to improve the system productivity. The
Software Workbench for Interactive, Time Critical and Highly
self-adaptive Cloud applications (SWITCH) is a newly funded
project by EU H2020 to address this urgent industrial need;
it aims at improving the existing development and execution
model of time critical applications by introducing a novel conceptual model called application-infrastructure co-programming and
control model, in which application QoS/QoE together with the
programmability and controllability of Cloud environments can
be all included in the complete lifecycle of applications.
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I. I NTRODUCTION
Many industrial applications have highly time-critical requirements for their performance in order to maintain their
business value. For instance the application may address
Quality of Service (QoS) (e.g. tsunami emergency response
time) or quality of experience (QoE) (e.g. delivery of ultrahigh deﬁnition television, or collaborative business interactions) issues. These applications are often called time critical applications. Time critical applications often involve distributed components, and intensive data communication. For
instance applications which address disaster warning issues
often include remotely deployed sensors, and many live event
television broadcast scenarios require direction of multiple
outdoor video sources. The development of such applications
is usually difﬁcult and costly, because of the high requirements for the runtime environment, and in particular the
sophisticated optimisation mechanisms needed for developing and integrating system components. In the meantime, a
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Cloud environment provides virtualised, elastic, controllable
and quality on demand services for supporting systems like
time critical applications. However, the engineering methods
and software tools for developing, deploying and executing
classical time critical applications do not, as yet, include the
programmability and controllability provided by Clouds; and
time critical applications cannot yet get the full potential
beneﬁts which Cloud technologies could provide. A Software
Workbench for Interactive, Time Critical and Highly selfadaptive Cloud applications (SWITCH) is thus proposed for
developing software methods and tools for the entire lifecycle
of time critical Cloud applications. This poster illustrates the
main idea and approach of the SWITCH project.
II. S TATE OF THE ART AND OBJECTIVES
The development of time critical applications faces multiple
challenges, which can be seen from the SWITCH industrial example scenarios. For instance, enabling collaborative real-time
business communication networked Cloud services, collecting
and processing the sensor data in nearly real time to detect
and respond to urgent events, and directing and broadcasting
live events by using virtualized video switches. This section
analyses main requirements, reviews the state of the art, and
deﬁnes objectives of our research.
A. Time critical Cloud applications and requirements
Several requirements can be enumerated from the above
scenarios: 1) system level performance requirements must be
satisﬁed to deliver acceptable performance; 2) veriﬁability
for proving that the application will actually achieve the
desired QoS; 3) integration complexity of the applications
require specialised knowledge on modelling and controlling
software and infrastructure parameters; 4) use of virtualized
resources require profound Cloud knowledge on selection
of appropriate cloud platforms and programming models;
5) conﬁguration of the infrastructure requires a common,
reusable interface for programming the infrastructure and must
1181

be tailored to achieve the required response times; 6) data
intensive communication in the application require virtualized
storage and communication conﬁgurations based on functional
descriptions and to characterise data throughput and latency
amongst application components; 7) adaptability for qualityon-demand: applications increasingly need to be conﬁgured to
cope with quality-on-demand in the run-time environment; 8)
adaptability for infrastructure in order to maintain the system
level of performance; and 9) SLA negotiation is required
when adapting infrastructure to enforce explicit SLA with
(federated) Cloud providers dynamically.
These requirements cover the entire lifecycle of time critical
Cloud applications: including development methods, veriﬁcation, programming, deployment, and runtime control. Software
Deﬁned Networking (SDN) and Cloud technologies provide
an elastic and ﬂexible way of conﬁguring and reconﬁguring
the infrastructure as needed (much more ﬂexible than the
traditional approach of conﬁguring individual switches, ﬁrewalls, etc., directly) [1]. However, it is becoming increasingly
apparent that the development of such time critical Cloud
applications presents complex requirements to programmers as
discussed above. There is therefore an urgent need to develop
a new approach to developing such applications; this is the
purpose of SWITCH, as we shall now explain in more detail.
B. State of the art
Support for time critical applications in Cloud environments
is still at a very early stage, especially for applications which
should be self-adaptable in order to maintain the required
system performance. We shall review the state of the art
from the three most relevant technical aspects: 1) distributed
application programming, 2) advanced infrastructure, and in
particular programmable infrastructure, and 3) self-adaptable
performance control.
Programming distributed applications often depends on the
adoption of a speciﬁc computing architecture or platform;
typical examples include Message Passing Interface (MPI)based parallel computing in a distributed memory cluster
architecture, service platform-based workﬂow applications,
and a Cloud-based Map Reduce computing model. Quality
constraints are used in workﬂow applications for describing
the abstract workﬂows, and for creating the runtime enactment,
such as in [2] [3] [4]. However, in those applications, the
creation of the application logic is mostly separated from
the customisation of the runtime environment; in particular, a
formal model is rarely utilised in verifying the time constraints.
Compared to purely network level protocol optimisation, such
as multiple path TCP, these SDN technologies allow applications 1) to customize network connectivity between services
by deﬁning suitable ﬂow forwarding tables, or by reserving
dedicated links, 2) to virtualize the network resources for
different partition schemas by tuning the network slice for
given set of computing and storage nodes, and 3) to control
the network quality of service by either advanced reservation
of links or dynamically controlling the packet ﬂows. However,
including these new features in data delivery services is still

at a very early stage. Service Level Agreement (SLA) issuing
and real-time negotiation technologies depend heavily on the
complexity of the mapping between application requirements
and the available resources, and the matching among quality
requirements at different service layers [5]. Self-adaptable
software architecture and performance control has attracted
substantial attention amongst software engineering researchers
during the past decade. Semantically harmonising different
kinds of monitoring information, and in particular harmonizing
this information with the application logic, still remains a
challenge for self-adaptable systems. The self-adaptable mechanism has been implemented mainly using a so-called architecture style [6], in which the internal structure of the application
architecture is explicitly modelled and the application can
manipulate the structure at runtime based on the results of
certain decision-making procedures. Esfahani et al., proposed
a different approach based on the application features and use
a machine learning mechanism to implement adaptability [7].
These early works either focus only on the application control,
or only on the quality of the service from the provider point
of view; they do not fully explore the adaptability of system
which contain programmable infrastructure.
From the above review, we can see that current timecritical application programming models lack consideration
of the controllability of the infrastructure; they thus do not
exploit the potential beneﬁts offered by the programmable
infrastructure provided by Cloud environments. There have
been many studies on the application of various optimisation
mechanisms in selecting resources. However, there is currently no semantically well-modelled mapping between the
application quality of user experiences, and the infrastructure
level QoS attributes. The existing self-adaptation intelligence
focuses either on controlling application architecture or on the
service quality of the runtime infrastructure; there is a lack of
co-controlling mechanism addressing both application control
and the programmability of the runtime infrastructure.
C. Motivation
We propose a software workbench, namely Software Workbench for Interactive, Time Critical and Highly self-adaptive
cloud applications (SWITCH). The overall objective of the
SWITCH project is to address the entire life-cycle of timecritical, self-adaptive Cloud applications by developing new
middleware and front-end tools to enable users to specify their
time-critical requirements for an application interactively using
a direct manipulation user interface, deploy their applications
and adapt the infrastructure to changing requirements either
automatically (using the speciﬁed requirements) or by human
intervention if desired.
The SWITCH project addresses these problems by providing an interactive and ﬂexible software workbench that,
by using discovery tools at the networking level and QoS
requirements from the application level, can provide the tools
necessary to control the lifecycle for rapid development, deployment, management and dynamic reconﬁguration of complex distributed time-critical cloud applications. In particular,
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A. The SIDE sub system

SWITCH provides novel support for deﬁning, optimising and
controlling time-critical constraints in programming, testing,
deploying and executing the applications. Using a fully responsive web based interface and backend components for coordinating the data ﬂows across the networking infrastructure,
the SWITCH workbench can deﬁne dynamic application level
mappings for the time critical control rules and strategies to
be employed on an application-by-application basis.

The SWITCH Interactive Development Environment (SIDE)
subsystem provides interfaces for all of the user- and
programmer-facing tools, by exposing a collection of graphical interfaces and APIs that tie in SWITCH’s services to
a Web-based environment. SIDE will be engineered using
fully responsive HTML5 on the front end, providing interactivity and end-user device portability, and the back-end
Web services (hooks) and APIs will be constructed using
Python and tools such as Django, Flask, or similar. The SIDE
subsystem therefore will work closely with all other work
packages in order to gather requirements and devise common
API constructs and guidelines for implementing and exposing
SWITCH functionality.

III. S OFTWARE WORKBENCH FOR SELF - ADAPTABLE TIME
CRITICAL APPLICATIONS

At the core idea of the SWITCH environment, a new development and execution model, an application-infrastructure coprogramming and control model, will be developed for timecritical Cloud applications. The new model brings together
the application composition, execution environment customisation, and runtime control, which are normally treated in
separated processes, into one optimisation loop based on the
time critical requirements. In this model: 1) the application
logic will be programmed with considerations of the system
QoS/QoE together with the programmability and controllability of the Cloud environment; both application and the
virtual runtime environment for executing the application will
be programmed and optimised at the design phase; 2) a
virtual runtime environment (a runtime environment created
in the Cloud for executing the application) can be customised
for the critical application requirements, and can be provisioned in the Cloud with time critical application oriented
Service Level Agreement (SLA); and 3) the application can
autonomously adapt the behaviour of its own and the virtual
runtime environment when performance drops at runtime. The
SWITCH environment employs formal performance reasoning
mechanisms to guide each step in the development and tools
are delivered to the users via three subsystems, which are
shown in the conceptual diagram, Figure 1.

B. The DRIP sub system
The Dynamic Real-time Infrastructure Planner (DRIP) subsystem prepares the execution of the applications developed in
the SIDE subsystem by 1) semantic modelling and linking for
different QoS/QoE attributes, 2) deﬁning an optimal virtual
runtime environment, 3) creating a Service Level Agreement
with the resource provider, and 4) deploying the platform
required by the application.
C. The ASAP sub system
The Autonomous System Adaptation Platform (ASAP) 1)
monitors the status of the application and the runtime environment, 2) examines the actual performance of the required
quality attributes, 3) autonomously controls the application
and runtime environment to maintain optimal system level
performance against the time critical constraints, and 4) learns
from its own decision history to improve its intelligence in
making future decisions for autonomous control.
The SWITCH environment will provide lightweight libraries that can be used to encapsulate the application as selfcontained bundles, for deployment to a runtime environment
as a standalone system.

 
 

 

 

 





D. How the system works






To better illustrate the idea of SWITCH and to describe
how these subsystems work together, we provide a sequence
of events that might occur in the development and deployment
of a typical pilot SWITCH application in Figure 2.
The application developer begins with composing the application logic and deﬁning the QoS constraints, such as the
latency for state visualisation, sensor event handling delay
(step 1). The developer can also give an abstract network
overlay to deﬁne the runtime environment (step 2). These
activities can be optimized and aided using a knowledge base
of successful patterns of applications and infrastructures, and
a formal reasoning component (step 3). The results of step
1 and 2 will be passed from SIDE to DRIP; the developer
can also specify requirements such as resource providers to
be used, and the total cost budget for application execution
(step 4). DRIP plans the concrete virtual runtime environment
of computing, storage and network elements by reasoning with
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The basic idea of SWITCH.
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cess, SIDE providing a formal mechanism to validate the
time requirements, and creating the constraints for application development, 3) describe the cost, quality requirements
for the runtime environment on Cloud, and select potential
Cloud providers. Optionally, the user can also describe an
abstract virtual infrastructure. The DRIP subsystem will create
a concrete virtual runtime environment based on the input
from SIDE, and negotiate with the resource providers to
establish SLAs, and deploy the services to the virtual runtime
infrastructure after it is provisioned. The ASAP subsystem
will detect the key quality attributes such as potential load,
communication latency between sensors, and average customer
waiting time for getting connected with the call centre, and
dynamically tune the execution of the application, by adapting
the application components, or deploying new virtual call centre components in Cloud to rectify the possible performance
drops.
The intention is for SWITCH to be a generic platform,
rather than it being tailored speciﬁcally for only these use
cases, however diverse they might be from each other.
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the application-level QoS constraints (step 5). Then, DRIP
generates Service Level Agreements (SLAs) with the resource
provider(s) (step 6), and the resource provider(s) provision
the virtual environment (step 7). After that, DRIP customises
the virtual environment and deploys necessary services for
the application (step 8), and unbundles and executes the
application (step 9). At runtime, SIDE allows the user to:
query and visualise the runtime status of the application and
runtime environment (step 10), receive notiﬁcation of system
status and inform the user (step 11), directly manipulate the
system execution (step 12), and expose real-time monitoring
information from the database, which is generated by ASAP.
The ASAP subsystem can monitor the runtime status of the
application and its environment, and pass this information (via
the backend database) to SIDE, diagnose system performance
and make decisions on control actions needed to restore
performance where necessary, take action to maintain system
performance, and learn from the history in order to improve
the subsequent effectiveness of the decision making procedure
(step 10).

V. S UMMARY
In this poster, we introduced the basic idea and approach
of a newly funded EU H2020 project SWITCH. The project
started February 2015 and will last three years. The software
of SWITCH will be open source. The consortium has half
members from industry, and the other half are from academic
institutions; the development of the SWITCH software will
be tested and validated using industrial use cases. Moreover,
the industrial partners will actively explore the future market
value of the development.
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IV. U SE CASES
Several industrial use cases will be used to validate and
demonstrate the functionality of the SWITCH system. One
of the examples is disaster early warning. Early warning for
natural disasters is an important challenge for many countries.
An early warning system often collects data from real time
sensors, processes the information using tools such as predictive simulation, and provides warning services or interactive
facilities for the public to obtain more information.
In this use case, the SIDE subsystem will provide the
developer of early warning systems an intuitive interface to 1)
describe the application logic among: sensor data collection,
data storage, processing, activation of warning services, and
virtual call centre facilities, 2) deﬁne quality requirements
at system level and/or at the level of each individual pro-
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